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Abstract—Smartwatches become increasingly powerful and
popular. These personal devices carry multiple sensors that con-
tinuously measure, collect, and analyze various sensitive personal
information. Therefore, a strong and user friendly authentication
mechanism is much needed to prevent illegitimate accesses to
those devices. However, traditional protection approaches are far
from sufficient and desirable for smartwatches. In this work, we
present our recent study on developing and testing a motion-
based real time authentication system for smartwatch. Our system
applies behavioral biometrics collected from a smartwatch to
verify the person who wears the watch. We have developed a
prototype application using Android Wear to authenticate users
in real time. We tested our system against two types of attacks to
evaluate its resilience to attacks. We recruited five volunteers in
our preliminary evaluation, from which some interesting findings
were discovered. Our preliminary experimental results indicate
that real time motion-based authentication is viable and promising.

Index Terms—Smartwatch; Authentication; Gesture

I. INTRODUCTION

Smartwatches become increasingly popular. These personal
devices have many built-in sensors that can capture, record,
and store a variety of sensitive personal data that should be
well protected. However, traditional protection approaches on
those devices are far from sufficient and desirable. For example,
the small screen of smartwatches makes it challenging for users
to use password or personal identification number (PIN) based
authentication methods.

Inspired by the growing interest in applying behavioral bio-
metrics to mobile authentication and the high sensing capability
of smartwatches, in this work, we present our recent study on
developing and testing a motion-based real time authentication
system for smartwatch. Leveraging the experience accumulated
through MotionAuth [6], we have developed an authentication
prototype system using Android Wear to authenticate users in
real time. Our system collects behavioral biometrics from a
smartwatch to verify the person who wears the watch. The
authentication process for our prototype system consists of two
phases: a training phase and a testing phase. In the training
phase, a user profile (or called template) is created using the
sensory data collected from the smartwatch during the user
performing a given gesture designed for authentication. In
the testing phase, the sensory data captured during gesture
performance is matched against the profile of the claimed user
to verify the user’s authenticity.

Our prototype system collects data from accelerometer and
gyroscope and applies the dynamic time warping (DTW)
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method for template generation and matching. We included two
types of attacks to evaluate our system’s resilience to attacks.
We recruited five volunteers in our preliminary evaluation, from
which some interesting findings were revealed. The preliminary
experimental results indicate that a real time motion-based
authentication scheme is highly promising and practical for
smartwatches with appropriately designed gestures.

II. RELATED WORK

Authentication refers to a process in which provided creden-
tials are compared to those already on file in a user database. If
the credentials match, the user’s identity is verified. Behavioral
biometric authentication verifies users through their behavioral
traits, e.g., touch gestures [3], [2]. Yang et al. presented Mo-
tionAuth in [6], which is a behavioral biometric authentication
method applied on wrist-worn devices to verify the identity of
the person wearing the device. MotionAuth focuses on offline
data analysis and its tested gestures are predefined and the same
for all participants. Xu et al. described how to measure motion
energy in smartwatches and how to uniquely identify a user’s
hand and finger gestures in [5]. Sherman et al. discussed the
security and memorability of free-form multitouch 2D gestures
for mobile authentication in [4].

III. SYSTEM DESIGN AND IMPLEMENTATION

We use two motion sensors universally built in smartwatches,
i.e., accelerometers and gyroscopes, to collect motion data for
authentication. We assume that users perform custom free-form
gestures using the arm wearing the smartwatch. During the
training phase, a user first constructs a free-form 3D gesture
and then performs it multiple times to create the template. The
user’s gesture performance is also recorded in video for later
mimicry attack experiments. In the testing phase, a user is asked
to perform the same gesture multiple times to examine the
system’s accuracy. Our smartwatch application decides whether
to accept or reject the user in real time after each gesture
performance. To assess the system’s capability of countering
attacks, we conducted two types of attacks: random attack and
mimicry attack, which are explained as follows.

o Random Attack: The attacker has no knowledge of the
legitimate user’s gesture. The attacker randomly performs
gestures in hope of passing the authentication. This type
of attacks aims to reflect the scenario where a person tries
to gain access to a lost or stolen smartwatch.
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Fig. 1: Screenshots of the prototype app for smartwatch
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Fig. 2: Screenshots of performing attacks

o Mimicry Attack: The attacker knows the legitimate user’s
gesture (by watching the recorded videos) and pretends to
be the user to gain the access. This type of attacks is much
similar to shoulder surfing attacks.

DTW is applied as the method for matching given its
popularity in biometric authentication and acceptable accuracy
and computational cost. DTW has been used in many gesture
authentication studies such as [1], [6] recently.

We implemented an Android prototype application. Some
screenshots of the app’s user interface (UI) are shown in Fig.
1. Each user is uniquely identified through an ID number. No
personal information is recorded. To start the training, a user
has to select the assigned ID number and then press “Training”
button. The user can choose to save or discard each performed
gesture (Fig. 1 (b)). After the user repeats the gesture for a
given number of times, the gesture profile will be automatically
generated using the DTW method (Fig. 1 (¢)).

The app also allows for testing random and mimicry attacks.
Fig. 2 displays some screenshots of the app when attacks are
launched. Fig. 2 (b) shows the screen when an attack fails while
Fig. 2 (c) shows the screen for a succeeded attack.

IV. EVALUATION

Five volunteers participated in the evaluation. All the partici-
pants are college students. They were asked to wear a Samsung
Galaxy Gear smartwatch on the preferred arm for training,
testing, and attack. Before training started, each participant was
given time to make their desired gesture and practice it. The
evaluation took two days with the first day for training (each
participant performing a custom gesture 30 times) and first-
round testing (30 times per user) and second day for second-
round testing (30 times per user) and random and mimicry
attacks. Each participant performed 15 random attacks and
15 mimicry attacks against every other participants. So each

TABLE I: Results of 2 rounds of testing and attacks.
Format: #-of-successes/#-in-total

Round | Tests | Round 2 Tests | Random | Mimicry
Ul 27/30 30/30 0/60 0/60
U2 30/30 30/30 0/60 45/60
U3 13/30 21/30 0/60 0/60
U4 25/30 26/30 0/60 0/60
Us 11/30 20/30 0/60 0/60
Total 106/150 127/150 0/300 45/300

participant received 60 random attacks and 60 mimicry attacks
in total.

All the participants’ motion data were recorded for further in-
depth offline analysis, which is still undertaken. Table I presents
the online results for the two rounds of testing and attacks. We
can clear see that personalized gestures can effectively defeat
random attacks and most of mimicry attacks. Interestingly, the
participant with ID 2 was vulnerable to the mimicry attack.
By reviewing the video recording of his gesture, we found that
his gesture is too simple (like banging his fist on the table
twice) to withstand mimicry attacks. Some users did not get a
high acceptance rate in the first round of testing partially due to
insufficient practice. The false acceptance rate was significantly
reduced in the second round of testing.

V. CONCLUSION

In this work, we developed a gesture based real time authen-
tication system for smartwatch and conducted a preliminary
evaluation study. We not only measured the system’s accuracy
in accepting legitimate users based on their personalized free-
form gestures but also examined the system’s resilience to
random and mimicry attacks. Our experimental results indicate
that the proposed system is promising. Our future work includes
more data collection and in-depth data analysis.
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